
Personal
Address
Nachal Tzipori 
7175955 Modiin Maccabim-Re'ut, Israel

Phone number
+972-52-3336098

Email
iyuvalk@gmail.com

Website
http://www.artifex.co.il

LinkedIn
http://il.linkedin.com/pub/yuval-
khalifa/1b/586/a4a

Interests

IOT (Written various home automation Arduino

& Littlebits projects)

Numenta's AI (Built a project for detecting

anomalies in metrics -

https://github.com/iyuvalk/pensu)

Kafka queues management (Built tool for

managing queus:

https://github.com/iyuvalk/kafka-postman)

Hacking (Built a RAT:

https://github.com/iyuvalk/remy_the_rat)

YUVAL KHALIFA
Chief Cyber Security Solutions Architect at Snowbit
Coralogix, Ramat Gan, Tel Aviv District, Israel

Leading a group of talented developers responsible for designing, developing and maintaining
all of Coralogix Cyber security related products portfolio which mainly includes the STA,
security traffic analyzer, a deep packet inspection solution which functions as a NIDS+HIDS
solution for detecting Cyber security threats based on a combination of signature matching
and behaviour analysis and anomalies.

Jan 2022 - Present

Integrations Engineer in Customer Success
Coralogix, Tel Aviv District, Israel

Responsible for developing and maintaining integrations between Coralogix and other
platforms (including among many others, the integration with Palo Alto's Cortex XSOAR) In
addition - developing the STA, security traffic analyzer, a deep packet inspection solution which
functions as a NIDS+HIDS solution for detecting Cyber security threats based on a combination
of signature matching and behaviour analysis and anomalies.

Apr 2021 - Jan 2022

DevSecOps Engineer
Coralogix, Tel Aviv District, Israel

- Responsible for creating metrics, alerts and logs from critical Coralogix infrastructure -
Responsible for improving the company's security posture - Responsible for actively detecting
and resolving critical operational and security related issues in the company's infrastructure -
In addition, started developing the STA, security traffic analyzer, a deep packet inspection
solution which functions as a NIDS+HIDS solution for detecting Cyber security threats based on
a combination of signature matching and behaviour analysis and anomalies.

Apr 2019 - Apr 2021

Enterprise Security Expert
Sygnia, Tel Aviv District, Israel

- Helping the companyʼs clients (mostly Fortune 500 companies located in the US, South
America and Canada) to improve their Cyber posture and achieve better Cyber resiliency and
Cyber readiness. - Built a system based mostly on open source components and on code I
developed for detecting important Cyber related issues in the internal organizationʼs network. -
Built a system for automatically producing the Security posture report for customers based on
an internally developed Markdown dialect

Feb 2017 - Apr 2019

Trainer - Courses Leader
John Bryce, Tel Aviv District, Israel

Leading a course about threats hunting with Elasticsearch

Jan 2017 - Jan 2017

Mentor in a hackathon arranged by the technological units in
the I.D.F
IAI - ELTA, Ashdod, South District, Israel

Nov 2016 - Nov 2016

Cyber Solutions Architect
IAI - ELTA, Ashdod, South District, Israel

- Involved in classified projects (some are classified as top secret projects) in the Cyber division
- Responsible for planning and designing (as well as coding) cyber warfare related systems that
were sold to the companyʼs clients (mostly foreign governments throughout the world). -
Responsible for developing a SIEM of SIEMs solution for managing the Cyber security at the
national level

Jun 2016 - Jan 2017

CTO
Mivtach-Simon Insurance Agency (Migdal Insurance Agencies / Bi-Diuk), Petah Tikva,
Center District, Israel

- Responsible for application related information security, PT's, code reviews, application
design (LLDs, TLDs), setting guidelines and procedures for developing software. - Deployment
and implementation of systems (Riverbed NetShark, NetGateway, NetProfiler &

Jan 2010 - Jun 2016

Work experience



PacketAnalyzer) for automatically analysing network traffic and detecting anomalies at the cost
of over 140,000$. This deployment allowed the company to purchase WAN lines more wisely
save money as well as to pro-actively detect problems in services and applications and improve
the general network security. - Developed an algorithm for detecting anomalies in the data
gathered based on statistic and heuristic approach - Managing application's security and
maintaining the F5 BigIP ASM - Building and maintaining a SIEM system based on Logstash,
Elasticsearch, Kibana, Grafana, Graphite, Snort, Bro and other systems. - Performing
researches and investigations including usage of network and disk forensic tools and reverse
engineering tools in order to analyze security issues and applications troubleshooting. -
Defined internal standards for publishing clients' information to the Internet. No security
breaches were detected in this standard by all the countless PT's that were conducted so far.

R&D officer
Mivtach-Simon Insurance Agency, Tel Aviv District, Israel

- Responsible for business and system analysis, writing TLD's and LLD's, requirement
documents, finding creative, cost-effective IT solutions including: - Defining the guidelines for
the company's software developers and assisted the internal as well as external developers for
maintaining proper information security, efficiency and troubleshooting abilities. - Designed
the CyberArk vaults architecture for the organization - Designed, developed and deployed a
unique integrative DW system for synchronizing and securing employees' information. -
Initiated, designed and developed a service for sending SMS messages from the organization
that is being used as part of the systems management infrastructure (and is also being offered
as a service for the employees). - Initiated, designed and developed a simple CRM application
for the organization. That system was used by the Helpdesk team to open and manage support
tickets and was also used by some other departments in the organization. - Designed and
developed applications such as: - The company's main website, based on MOSS and SPSS and
WebServices. - The company's intranet portal - A sophisticated login script system that detects
various problems and security issues at the end user workstation and alerts the relevant IT
personnel. - A file synchronization service that is being used as part of the organization DRP. o
Various information security supplemental utilities that are being used as part of the
company's website (i.e an SSO mechanism for the company's clients' website)

Feb 2000 - Jan 2010

Helpdesk team technician
John Bryce, Tel Aviv District, Israel

Assisting courses leaders with technical tasks

Jan 2000 - Feb 2000

Systems Operator
Graphnet, Tel Aviv District, Israel

Assisting network administrators, handling client's calls

Dec 1999 - Jan 2000

Student Software Developer
IAI, Lod, Central District, Israel

Assisting in a project of terminating huge CDC computers

Sep 1996 - Oct 1996

Kubernetes Course
Udemy

Course in Kubernetes

Apr 2019 - Apr 2019

Angular Course
Udemy

Course in Angular

Apr 2019 - Apr 2019

Secure Coding course
AppSec Labs

Jan 2014 - Jan 2014

CSI Course (Cyber Security Intelligence)
John Bryce, Tel Aviv

Topics included:
Network security

Jan 2013 - Jan 2014

Education and Qualifications



Penetration testing
Network and Disk Forensics
Windows Forensics
Network Research
Python Programming
The work of a SOC analyst
Application Security

.Net Memory Internals workshop
Sela College, Tel Aviv

Included the usage of Windbg to locate memory leaks and post-mortem debugging

Jan 2013 - Jan 2013

VMware vSphere: Install, Configure, Manage course
We! Instruction Center, Ramat Gan

Jan 2010 - Jan 2010

Systems Analysis (S.A)
Technion - Israel Institute of Technology, Ramat Gan

UML, DFD, Projects Management, C#, ASP.Net, ADO.Net, Gantt Diagrams, Businesses & Systems
Analysis
S.A

Jan 2006 - Dec 2008

NetApp disk arrays management
NetApp Israel, Tel Aviv

Jan 2007 - Jan 2007

CheckPoint Security Administration + Expert NGx I & II (CCSA +
CCSE)
CheckPoint Israel, Tel Aviv

Included all aspects of installing, configuring, maintaining and managing a CheckPoint NGx FW

Jan 2006 - Jan 2006

Microsoft Certified Application Developer (MCAD)
John Bryce, Ramat Gan

Included C and C++ software development

Jan 2003 - Dec 2005

Managing, Deploying & Maintaining Windows XP
John Bryce, Tel Aviv

Jan 2004 - Feb 2004

Managing computer networks (CNA, MCPs, MCSE)
John Bryce, Ramat Gan

Included UNIX/Linux network management, bash, awk & sed languages along with Novell
networks management
CNA, MCPs, MCSE

Nov 1999 - Dec 2000

Go     

Python     

C#     

Traffic Analysis     

Kubernetes (k8s)     

Rust     

Elasticsearch     

Skills
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